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If you are concerned by the threat of online scams, criminals, hackers, then the Fraud
and Cyber Security Advisor for Cambridgeshire Police, has some sound advice to help
protect your devices, money, and personal data.

Every month people and organisations across Cambridgeshire, are having money and
sensitive data stolen by cyber criminals. Criminals who pretend to be representing
genuine organisations such as PCVS, the police, bank, Amazon, Netflix, NHS, and any
other genuine recognisable names, by using the phone, email, social media, websites,
messaging services like WhatsApp, Messenger and others, to reach us and trick us into
revealing sensitive information like passwords, or to make a payment using a bank card
or transfer funds from an account.

Phishing

The word hacking, suggests some form of technical capability, a mysterious art to how
criminals break into people’s computers, but what if you just give your security
information direct to the criminal? This is how phishing works, the criminal sends a fake
message that may appear to be genuine, and within the message is an invite to click on
a link normally in blue. When you click on the link called a shortcut or a hyperlink, you
will see a webpage that may look recognisable, but it is fake, you enter your password,
email, personal data, and you have just handed over everything the criminal requires to
access your genuine account.

Top tip, ignore the message delivered by email, social media, text, any format, instead
go to the genuine app or website that you would normally use to access your account,
and if the sender is genuine and wants to tell you something, there will be a notification.
If there isn’t a notification, then perhaps you have just avoided a phishing scam.

The same applies to telephone calls, don’t give anything away unless you are confident,
they are genuine and how do you know? Instead, invite them to write to you and don’t
give them your address, they should know where you live if they are genuine. Put the
phone down, go to the genuine app or website, or call using a tried, tested, and trusted
telephone number.

Just because they may know your name, does not mean they are genuine.

How to secure your computers and yes, your mobile is a computer

Think of all your online accounts as you would your home and make sure, they are
locked and secured. You secure you home with locks on doors and windows, alarms,
cameras. Think of your password as a key and lock. If a password is weak, then you
make it easier for the criminal to use little or no effort to gain access to everything in the
online account, so use a strong unique password made up of three random words,
numbers, and characters. For example, MicrophoneSausagefluffY28&

This is a very strong password.

You don’t have one key that fits every lock in the physical world, so use one strong
unique password for each online account especially email and social media as they
contain a lot of private information useful to the criminal which they could use to
commit fraud.

| also recommend that you enable two-step verification on your online accounts as well
as a strong password. This is like double locking your door at home, so even if the
criminals know your password, they cannot gain access to your account because they



don’t have the mobile phone or authenticator app that receives the code sent by the
genuine app or website. How do you remember all these passwords? Well, consider
writing them down but in a way, that is not obvious and then keep well away from any
devices. Consider a password manager, or save them in your browser or operating
system when asked by Apple or Android.

And finally

When reading a message or listening to someone on the phone, a useful tip to consider
whether itis a scam, is by applying the ABCD.

Assume nothing

Believe no one or nothing

Confirm whatit is you are reading or hearing

Discuss with trusted family or friend

If in doubt, end the call, do not click on a link, do not open an attachment, do not use
any contact information such as telephone number in the message, instead, go to the
genuine app or website, or use a tried, tested, and trusted number to contact the
organisation. Most scam calls and messages are out of the blue, so if you were not
expecting them they catch you off guard, they raise your stress and anxiety which may
result in falling for the scam.

For more information on how you and your family can protect yourselves from fraud and
cyber crime including password advice, visit the governments Stop! Think Fraud
website. There are many ways for you to do this, do it the way you are comfortable with
such as via the official HM Government website www.gov.uk and search Stop! Think
Fraud, or in the URL address bar at the top of your browser, type
stopthinkfraud.campaign.gov.uk

If you are a member of a community group and would like me to visit and give a talk in
person, then invite me via email cyberprotectcambs@cambs.police.uk

In the unfortunate event you need to report a crime involving fraud or cyber crime, there
is a new national police reporting centre called Report Fraud. (Previously called Action
Fraud) If you believe you have sent money or revealed bank account information, inform
your bank immediately and before you call the police. There is a new national phone
number to contact any bank in England, dial 159, tell them what bank you are with, and
they will ensure you are diverted to the genuine bank number. Or use the genuine app or
website or whatever way you would normally contact your bank, speed is essential as
criminals will try and move the money outside of the UK banking network when it
becomes almost impossible to recover.
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